Information about the processing of personal data

In order for you to be able to use the service, certain information about you is stored, these
are called personal data. The party (organization) that is ultimately responsible for these is
called the data controller and other parties (organizations) that handle the data on behalf of
the Data Controller are called Data Processor. The role within each organization that is
responsible for handling personal data is called the Data Protection Officer.

This document describes the personal data management of the HealthyMoms app.

Purpose

The main purpose of personal data processing within the HealthyMoms app is to:

e provide you with health and medical care within maternal health

e collect information that is used in the research project SPARK. The research is
approved by the Ethical Review Authority, the number for the trial at the Ethical
Review Authority is 2021-06627-01

e provide you with the app, and if necessary offer technical support

e to develop and improve the service (depersonalized data)

Data Controller

There are two data controllers for the service. These are:

e Region Ostergdtland, contact details for data protection officer:
dataskyddsombud@regionostergotland.se

e LinkOping University, contact details for data protection officer:
dataskyddsombud@liu.se

Region Ostergdtland is primarily responsible for your care and Linkdping University is
responsible for the research study.

This means that employees within Region Ostergétland and Linkdping University who work
in the areas mentioned under Purpose above may handle your personal data.

Data processor

Cuviva AB is the company that has developed and administers the app. Cuviva is thus a data
processor. As a data processor, Cuviva will process your information on behalf of Region
Ostergdtland and Linkdping University according to their instructions.

Contact details for the data protection officer at Cuviva AB: dataskyddsombud@cuviva.com

Personal data processed

The following personal data is collected and processed in connection with your use of the
service:

e Personal and contact information. Data such as your name, social security number
and mobile phone number.

e Health data. When you use the service, you will share information about your health,
through uploaded measurement values, answering symptom questions or by
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otherwise sharing personal data through the service. Health information about you
can also be added by your healthcare provider to the service, for example medical
advice and medication instructions.

e Background data for research. Linked to the research within the SPARK project, data
is collected about your background such as country of birth, education, living habits
and number of children born before this pregnancy.

e Technical data. When you use the Service, device information is collected from your
device, such as the date and time of your login, IP address, operating system and
language.

Storage of personal data

Your personal data is stored as long as the purpose stated above remains, i.e. as long as you
receive care in maternal health care or as long as the research study is ongoing. Information
may be saved for research and development.

Your personal data will only be processed within the EU/EEA. Your personal data will not be
transferred to, or processed in, any country outside the EU/EEA without your express
consent.

Your rights

To exercise your rights, or if you have questions about the processing of personal data and
your rights, contact the data protection officers listed above.

You have the right to:

e Request access to your personal data. You have the right to request at any time
what personal data is being processed about you, where this data has been obtained
and to which recipients the data has been disclosed.

e Request correction of incorrect personal data. You can also object to the processing
of personal data, and withdraw consent to the processing of your personal data.

e Right to delete your personal data. You have the right to request that your personal
datais deleted if it is no longer necessary for the purpose for which the data was
collected, or if there is no legal basis for processing the data. However, the right to
delete and to limit the processing of personal data does not apply when the data is
necessary for the current research.

e Right to move your personal data. You have the right to request an export of your
personal data.

e Complaints. If you have complaints about how your personal data is processed
and/or protected, or regarding your rights, we would like you to send written
comments. You can also contact the Data Protection authority if you believe that
your personal data has been handled incorrectly.

There may be additional requirements or regulations that limit, or expand, your rights.
Among other things, there may be legal obligations that prevent us from releasing or moving
parts of your data, or from blocking or deleting your data. These obligations come from,
among other things, the Patient Data Act and other healthcare legislation. If your data must
be saved due to legal obligations, the data will only be used to fulfill those obligations and
nothing else. The starting point is that disclosure of your data must take place with your
consent.



